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Abstract

Web-basedInternet voting services cannot be pro-
vided in a reliable manner where a publicly visible
websiteforms the basisof interacting with voters and
collecting votes, as the service cannot resist a dis-
tributed denial of service attack. The problem is a
profound onefor all interactivewebservices,however,
an Internet voting sessionis a well de¯ned and quite
simple interaction and an interactive service similar
to web-basedvoting is proposed. This architecture
usesa P2P web cache as the sourceof a Java voting
applet. The applet interacts with the voter via their
web browser to collect a vote. The applet then uses
a common P2P ¯le sharing network to deposit en-
crypted votes for collection by the electoral returning
o±cer. The issuesof how to authenticate voters and
how to provide receipting in such an asynchronous
systemare described along with premininary ¯ndings
using a large P2P network established for this pur-
pose. A successfuldemonstration of this approach
may have implications for other mission critical web
serviceswhich must collect information.
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1 In tro duction

The availabilit y of the Internet to provide legally
binding electionsis of increasingimportance aswest-
ern and emerging democraciesstruggle to reach the
growing electorate of mobile, Internet connected,
\time-p oor" citizens. We refer to Internet voting
speci¯cally as website voting, and this can also in-
clude polling, \e-consultation", online deliberative or
direct democracy, and \e-participation".

Website voting is a form of remote voting where
the voter is unsupervised and this new technique is
usedto supplement or replacetraditional postal (\ab-
sentee") voting. There has beena dramatic increase
in the use of postal voting in the 2004US Presiden-
tial election where absentee requests in somestates
climbed over 30% [1].

Unlike postal voting, Website voting provides a
new basis for addressingproblems such as vote for-
malit y, anonymit y, veri¯abilit y and protection of the
vote from observation and tampering. New solutions
to theseproblems are possiblebecauseof an interac-
tiv e interface to aide the voter, and more advanced
techniques employ cryptography in the authentica-
tion, transport and storage of votes. Beyond web-
site voting, the underlying Internet itself provides
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a fertile ground for creation of new transport and
storage mechanisms. This paper intro duces a non-
websiteform of Internet voting which should improve
the availabilit y of polling whilst still providing a Web
brower-basedinteractive service.

Current website voting systemsare hampered by
six obstacleswhich reduce the security and stabilit y
of the service:

1. strong identi¯cation of remote voters is not yet
possible,

2. the security of the remote voter browser and
computer is typically poor,

3. \e-banking" connectionsusedto strengthenweb-
site voting can be intercepted,

4. the voting servers are typically vulnerable to
certain kinds of attacks which attempt to over-
whelm them,

5. voting systemsareusually closed-sourcesoftware
and are not observable or auditable, and

6. votes stored on voting servers are vulnerable to
insider tampering

The authors have previously executed controlled
experiments in the public sector where voters useda
websitevoting facilit y which washardenedagainst in-
sider tampering [3], evaluated in [21]. This approach
armed the voter's browserwith a public key cryptog-
raphy client that encrypted votes so that they could
only be decrypted by the Electoral Returning O±-
cer. This approach hasalsobeenusedin other places
since 2001 (for example see[8] and [11]). Without
the ERO key, tampering (item 6) becomespractically
impossible. In addition, the systemprovided a voter-
veri¯able inclusion service which was able to prove
that a received vote had arrived unmodi¯ed before it
was decrypted, an additional form of auditing (item
5).

The work of the authors has explored the use of
signed, open-code voting applets that are created as
emitted code from a compiler that transforms a for-
mal election description into Java. Con¯guration and
content of each election ballot is thus compiled into

a single-useapplet that is small enough to be e®ec-
tiv ely software code audited and signed. This further
ameliorates item 5. This solution obstructs a host of
attacks to the voting session(items 2 & 3) that may
occur via the browser and/or via a compromisede-
commersechannel. Finally, the voter's voting session
beingcontained in a Java applet could allow the voter
to disconnect from the Internet and so make remote
observation much harder (item 2).

Providing strong identi¯cation methods to remote
voters (item 1) will likely require the wider deploy-
ment of biometric devices. To date, the provision
of non-identifying, single-useaccesscredentials deliv-
ered by registeredmail in tamperproof envelopeshas
proven adequate. A random telephonesurvey after a
large Internet voting trial found no incidenceof cre-
dential harvesting, nor were there reports of \sp ent"
voting credentials [3].

The ¯nal openproblem (item 4) of the vulnerabilit y
of a voting website to various tra±c analysis attacks
is the focus of this paper.

Current website voting systemsare vulnerable be-
cause website voting still e®ectively mimics paper
voting by being an inherently centralised process- re-
motely distributed voters submit to a central server.
This is the client/serv er architecture which forms the
basis of the World Wide Web. Currently , voting
servers are particularly vulnerable becausethey can-
not block any segments of the Internet as voters can
be widely distributed on the network. As each voter
is alsogiven the websiteaddress,it is hard to keepthe
addresssecret. The servers may also be listed in the
DNS which further exposesthem to the vulnerabili-
ties and abusesof the DNS system. Finally, website
voting is vulnerable to single-systemfailures unless
there is redundancyin networking, servers,power and
so on.

Websitevoting techniquesusedto date do not pro-
vide any kind of defenseagainst tra±c-analysis at-
tacks, of which the Distributed Denial of Service
(DDoS) attack is prevalent and could arguably crip-
ple any website voting system, or for that matter,
any interactive website. Pure \informational" web-
sites can be mirrored and cached but this is a purely
passive replication of website content, it doesnot re-
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produce customisedservicesor any interactivit y.

So far, there has only been one documented case
of a DDoS attack against a Web voting system [23],
but it is assumedthat asvoting pilots scaleup, these
serviceswill come under increasing attack. In addi-
tion, the tools required to mount a DDoS attack on a
voting server are commonly available for free on the
Internet [10].

DDoS attack is a type of bandwidth attack where
a large number of distributed and coordinated com-
puters are usedto make requeststo the website. The
volume of seemingly legitiate tra±c overwhelms the
service, which can no longer serve real users. The
well known February 2000 attack against a number
of world's largest e-commercesites is an example of
a DDoS attack [7]. More recently , mainstream media
have reported commercially available criminal net-
works of compromised PCs numbering over 50,000
which canbedirected to attack any Internet-mounted
machine [19].

There has been signi¯cant research focus in the
area of DDoS attacks, related to prevention [12, 13],
detection [4, 15], attack sourceidenti¯cation [22, 14]
and attack reaction [20]. However, no current tech-
niquesare adequateto ensureserviceavailabilit y dur-
ing a speci¯c period of time, such as during a legally
binding election.

As long as the client/serv er model of the Web is
usedwith voting servers widely accessibleand highly
visible, the risk of DDoS attacks against servers will
remain. This risk is not ameliorated by faster net-
works, more powerful or more numerous clustered
servers, ¯rew alls or upstream routing policies, nor by
improvements in the underlying Internet itself. In-
stead, so-called Internet overlay architectures which
distribute tra±c and e®ectively hide servers o®er
somepromise.

Organisation of the paper is asfollows. In section2
we discussthe related work. In section3, we describe
the proposedarchitecture. In section 3 we describe
our experimental design for evaluating the proposed
system's suitabilit y for Internet voting. In section
4, we present somepreliminary results and section 5
concludesthe paper and discussesthe directions for
future research.

2 Related Work

1. Peer-to-Peer (P2P) approaches for privacy and
anonymit y including \MIX" networks, onion
routing, Freenet [5], Crowds System [16], Open-
Privacy [9] and MUTE [17],

2. attacks such asmessagecoding attack, timing at-
tack, communication pattern attack, packet vol-
ume and counting attack, messagedelaying at-
tack, messagetagging attack, °ooding attack, in-
tersection attack, collusion attack, denial of ser-
vice attack and replay attack [18]; and

3. models of securemulti-part y computation.

Applications built on these so called anonymous
networks listed in (item 1) have initially been dis-
tributed ¯le storage services. Such servicesfunction
by o®eringupload and download of ¯les such that the
¯le is split up, encrypted and handed out to multi-
ple nodes on the Internet with a certain amount of
redundancy. The e®ectis that an uploaded ¯le can
be retrieved by the re-assembly of its parts and the
decryption of those parts. At any time, it is not pos-
sible to discover the content of the ¯le parts and it
is di±cult to obtain the encrypted parts by attacking
individual nodes.

The attacks listed in (item 2) are known forms of
attack against the distributed networks in (item 1).
DDoS attacks are only one of the possibilities, which
the proposedproject focuseson. Currently , none of
the techniques in (item 1) above provide complete
protection from all of the attacks listed in (item 2).
It is not clearly known how techniques from the area
of securecomputation (item 3) can be usedto defend
against Internet attacks, although there is high prob-
abilit y that securecomputation will play a larger role
in distributed network architectures of the future.

The current work also attempts to overcomesome
of the obvious limitations of ¯le sharing networks
when consideredfor voting, namely

1. ¯le sharing networks require a client application

2. ¯le sharing networks can be browsed by anyone
and ¯les are mounted by name on a ¯rst-come
basis
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3. anonymous ¯le sharing networks cannot reply to
the voter with any kind of receipt

3 System Arc hitecture

The proposedsystem can be viewed as a generalized
messagingsystemwhich is able to deliver anonymous
messagesto a destination reliably, therefore the sys-
tem is referred to at Anonymous MessagingSystem
(AMS). Internet voting is a special application sup-
ported by the system.

AMS is usedto transport messagesor votes in the
context of Internet voting, through an Anonymous
Peer-to-Peer Network (APN). It replacesa website
voting server as the initial repository of the votes. It
consistsof the following components:

1. the e3 SecureApplet is the voting applet as de-
scribed in [3]. It is compiled with the AMS
Sender

2. The AMS Senderis a minimal Java implementa-
tion of the P2P network client. The Senderhas
a generalisedinterface that can be connectedto
other P2P networks.

3. The APN is a serviceprovided by a number of es-
tablished Internet-mounted computers, someof
which are visible as seednodes. The APN seed
nodes are available to engagethe AMS Senders
from voter browsers

4. The AMS Receiver is an application which polls
the APN for vote ¯les.

5. The Staging Servers are the vote tabulation
serverswhich connectto the AMS messagingser-
vices to periodically retrieve votes.

Fig. 1 shows an high level architecture of the pro-
posedAMS system.

Voting with this systemmay occur in a number of
ways, the most likley being:

1. Seednodesof the APN which will beusedby any
AMS are chosen in advance. The IP addresses
of theseseednodesare allocated at random and
encodedinto unique voter authentication creden-
tials.

Figure 1: Experimental Systemshowing AMS Sender
client, APN for carriageof votesresidingon the Inter-
net, AMS Receiver applications which poll the APN
for votes and the back o±ce Staging system which
tabulates votes.

2. Voter authentication credentials are issued to
voters via a non-Internet channel, such as reg-
istered paper mail, in-personetc.

3. The voter is instructed to accessa voting applet
created for the election. The applet is placed in
a large P2P cache site such as Coral [6]

4. The applet boots in the voter's browser and re-
queststhe authentication credentials. It obtains
the one- or a few- APN seednode IP addresses
from the credentials.

5. The applet guides the voter through voting. At
the closeof the session,the applet usesthe AMS
Senderto contact the allocated seednodes.

6. The voter's vote is encrypted by the applet. A
unique name for the vote ¯le is derived from the
accesscredentials.

7. The applet may try more than one seed node
address. It inserts the vote ¯le and reports back
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to the voter that the ¯le waslodgedon the APN.
It may insert more than onecopy of the vote ¯le.

8. The applet issuesthe voter a receipt which can
be usedwith an existing receipt checking service
which is available after polling [3].

9. AMS Receivers poll the APN with the same¯le
namesasare createdfrom authentication details
by the AMS Sender.

Distributing the task of collecting the vote over a
number of hidden machines reducesthe chance of a
single failure a®ecting voting. The AMS Receiver
servers do not need to be registered with the DNS
and their locations on the Internet are much harder
to determine that that of the current website voting
server. AMS Receivers can also be con¯gured to col-
lect overlapping lists of votes, each of which is also
inserted in duplicate. This also provides someresis-
tance against incomplete or failed vote insertions or
any loss in the APN.

A collateral bene¯t of the APN is that it becomes
much harder to ¯nd the voters. In a client/serv er
arrangement, the client is connecteddirectly to the
server and so the IP address of the client can be
recorded. If a voter has a ¯xed-line DSL or cable
connection to their home and their IP can be associ-
ated with their identit y, then there is somelikelihood
that IP might provide for tying a voter to their voter
by way of relating IP to time (In WWW logs) and
time to vote in database logs. This becomesvery
di±cult if there is an intervening APN.

A secondbene¯t of this model is that most APNs
have state. This means that if the entire electoral
board is challenged, votes can be retrieved from the
APN directly if a court order can obtain the voter
credential lists and the cryptographic key to decrypt
votes. Whether actual voter identit y it kept mapped
to voter credentials dependson the jurisdiction of the
vote. In the United Kingdom, voter credentials must
ultimately be resolvable to votes, in Australia and the
United States, this link must be destroyed.

4 Exp erimen tal Design

This section describes the experiments that evaluate
the system. A series of simulations are being run
on an academicnetwork of sharedvirtual computers
called PlanetLab [2]. The exisiting P2P system cho-
sen, FreeNet [5], was installed on PlanetLab nodes
creating an isolated, dedicated P2P ¯le sharing sys-
tem. The experiment hassix stagesand a preliminary
con¯guration stage.

All experiments measuredthe following as depen-
dent variables

² vote insertion latency (insert time) - time be-
tween inserting the vote and the vote being
placed in the P2P ¯le system.

² vote harvest latency (fetch time) - time taken
for the receiver to retrieve the vote from the ¯le
system

² total number of votes passedthrough the net-
work

² number of votes damagedor lost (vote loss)

4.1 Stage 1 Con¯guration

The FreeNet application was installed on 25 Plan-
etLab nodes. The design chosenwas that of a ring
network with only seednodes.

The ring topolgy de¯nes the initial setup of nodes
and was chosenas the simplest way to set the net-
work going. The network then forms its own connec-
tions via path discovery. The establishement of the
inter-node connectionsshould be re°ected in better
insertion and seektimes.

The Preliminary stageestablishesa dedicatesAPN
with no modi¯cation along with supporting software
to simulate voting clients, vote harvesting services,
statistical recording scripts and other software.

4.2 Stage 2 Trials to run April to June
2005

The standard trial run in each caseinvolvesrecording
the time taken for a simulated voting client inserting
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votes for three hours to one FreeNet seednode. The
following six trials establishand measurethe e®ectof

1. varying vote insertion density : in serial or par-
allel and bombarding the network

2. background tra±c on the network : simulating
slow-down e®ectsof loaded Freenet nodes

3. changing the number of nodes between experi-
ments : adding and removing nodes

4. removing nodes during the experiment : simu-
lating multiple node failure

5. changing the number of vote harvesters

6. changing the vote ¯le size

The experiments control for PlanetLab sharedma-
chine load by correcting measurements by weighted
average of processwait times for PlanetLab nodes
during runs. The experiments control for network
loading by correcting measurements by weighted av-
erageof ping latency betweenPlanetLab nodes.

4.2.1 Trial 1 : varying vote insertion densit y
: in serial or parallel

This experiment tested the premise that the the re-
lationship between insertion rates and insert time is
not super linear, that increasein fetch time are not
super linear that loss rate is not a®ectedby the vol-
ume of insertions or by bombardment to a certain
volume

This experiment should ¯nd the limits of what the
network can carry before fetch time , loss rate and
insert time becomeunacceptable.

4.2.2 Trial 2 : background tra±c on the net-
work : sim ulating slow-do wn e®ects of
loaded Freenet nodes

This experiment tests the premise that various ran-
dom network and CPU loadings on PlanetLab nodes
does not a®ect mode insert time, loss rate or in-
sert time

This experiment should be able determine if the
network has someabilit y to perform under load.

4.2.3 Trial 3 : changing the num ber of nodes

This experiment testes the premise that increas-
ing the number of nodes improves insert time and
fetch time in linear or super-linear manner that de-
creasingthe number of nodescausesinsert time and
fetch time to increasesuper linearly, loss rate is un-
a®ectedby the number of nodes

This experiment outcomesshould help predict how
many nodeswould be neededfor a given anticipated
vote volume.

4.2.4 Trial 4: remo ving nodes during the ex-
perimen t : sim ulating multiple node
failure

This experiment tests the premise that removing a
number of nodesa®ectsinsert time and fetch time in
linear or super-linear manner loss rate is una®ected
by the number of nodes

This experiment should simulate whether the APN
collapses altogether when a certain percentage of
nodes is removed during the run.

4.2.5 Trial 5 : changing the num ber of AMS
Retriev ers

This experiment tests the premisethat increasingthe
number of AMS Retrievers improves fetch time in a
linear manner

This experiment should determine if AMS Re-
ceivers polling the network in parallel has any kind
cumulativ e e®ecton fetch time delay.

4.2.6 Trial 6 : changing the vote ¯le size

This experiment tests the premisethat increasingthe
vote sizea®ectsinsert time and fetch time linearly

The APN should segment the vote ¯les when they
get to a certain size. It is expected that the AMS
Receivers should thus be getting larger vote ¯les as-
sembled for them in parallel at their freenet nodes.

5 Exp erimen tal Results

Results are preliminary at this early stage. The es-
tablished testbed of 25 Freenet nodes on PlanetLab
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wasincreasedto 250astests to insert ¯les on the new
network had a high rate of timeouts which have been
attributed to deadlock. Secondly, as the test network
is all seednodes, it was decided to only use 20% of
the network for this task as this better represents the
current live Freenet.

Encoding Freenet seednode addressesin voter lo-
gin credentials with enoughentropy to alsomake cre-
dentials unique and sparse enough was challenging
and currently the voter would be required to enter 27
characters. The largest user-entered key approaching
this is the Windows product key at 25 characters.
Userability assessment will determine if this is going
to posea problem.

Our early runs with the setup have seensuccessful
simulated insertion of vote-sized¯les onto the exper-
imental freenet and the automated harvest of them
o®the network. The AMS Senderclient can success-
fully contact the Freenet seednodesand insert copies
of the encrypted votes.

Metrics wecanrecorddo re°ect the network tra±c,
insertion delays, vote traversal times and loss rates.
The task at hand is now to execute the controlled
trials.

6 Conclusion

The current work in progress intro duces a new ar-
chitecture for Internet voting which shows promise
in being able to better resist a Distributed Denial of
Serviceattack than current World Wide Web-based
Internet voting websites.

An experiment is under way which will seekto ver-
ify whether an Internet voting servicecanbeprovided
via P2P methods. Speci¯cally the experiment simu-
lates Internet voting via a common ¯le-sharing P2P
network. The architecture also employs a P2P web
cache as the sourceof a Java voting applet, which in
turn acts as a minimal client for the P2P ¯le sharing
network. A third servicewhich polls the ¯le-sharing
network collects vote ¯les.

The experiment is taking place using the FreeNet
on the PlanetLab, with an existing Java applet-based
voting solution provided by the authors. The experi-
ment will be completed in July 2005and via various

metrics will report on the reliabilit y of the system
and its potential for usein large scale,binding Inter-
net elections.
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